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ABSTRACT: The proliferation of Internet of Things devices across critical infrastructure sectors has generated unprecedented 

volumes of sensitive data, creating substantial privacy vulnerabilities within conventional centralized processing architectures. 

This investigation presents a comprehensive federated learning framework designed to address the inherent privacy challenges 

in IoT data management through decentralized model training and secure aggregation protocols. The proposed system enables 

distributed learning across heterogeneous IoT networks while maintaining strict data confidentiality through the integration of 

differential privacy mechanisms, homomorphic encryption, and blockchain-verified model updates. Experimental validation 

conducted on real-world IoT datasets demonstrates that the framework achieves 91.8% model accuracy whilst reducing 

communication overhead by 42.3% and decreasing privacy leakage risk by 67.5% relative to centralized learning approaches. 

The architecture incorporates personalized federated learning strategies to accommodate non-IID data distributions commonly 

encountered in IoT environments, alongside energy-efficient gradient sparsification and model quantization techniques suitable 

for resource-constrained devices. Furthermore, the implementation of secure multi-party computation and Byzantine fault 

tolerance mechanisms provides robust defense against adversarial attacks including model poisoning and inference threats. 

The findings substantiate federated learning as a viable and scalable solution for privacy-preserving IoT data management, 

offering significant improvements in security, efficiency, and adaptability across diverse application domains including smart 

healthcare, intelligent transportation, and industrial automation systems. 

 

Keywords: Decentralized Machine Learning, Secure Aggregation, Differential Privacy, Internet of Things Security, 

Communication Efficiency, Edge Computing 

 

Received: 21 February 2026; Revised: 05 April 2026; Accepted: 25 April 2026; Published Online: 24 May 2026 

 

 

 

1. INTRODUCTION 
 

The proliferation of Internet of Things devices across critical 

infrastructure sectors has fundamentally transformed the 

landscape of data generation and processing, yet this 

technological advancement has simultaneously introduced 

unprecedented privacy and security challenges that demand 

urgent scholarly attention. IoT devices now permeate 

virtually every domain of modern life, from smart homes and 

healthcare monitoring systems to industrial automation, 

intelligent transportation networks, and smart city 

infrastructures, collectively generating vast streams of 

sensitive information that include personal health records, 

behavioral patterns, location data, and operational metrics [1]. 

This exponential growth in connected devices, projected to 

reach tens of billions in the coming years, has created a 

complex ecosystem where data collection occurs at an 
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unprecedented scale and velocity, making traditional data 

management approaches increasingly inadequate for 

addressing the associated privacy and security concerns [2]. 

The conventional paradigm for IoT data management 

has historically relied on centralized cloud-based 

architectures where raw sensor data is transmitted from edge 

devices to central servers for storage, processing, and 

analysis. While this approach offers computational power 

and storage capabilities that exceed the limitations of 

resource-constrained IoT devices, it inherently introduces 

significant vulnerabilities that compromise both privacy and 

system resilience [3]. The transmission of sensitive data 

across potentially insecure networks exposes information to 

interception and unauthorized access, while centralized 

storage creates attractive targets for malicious actors seeking 

to compromise large datasets through single points of failure 

[4]. Furthermore, the aggregation of raw data from numerous 

IoT devices in central repositories raises substantial privacy 

concerns regarding data ownership, consent, and the potential 

for secondary uses beyond original collection purposes [5]. 

These centralized architectures also face practical challenges 

including high latency due to data transmission distances, 

bandwidth consumption that strains network resources, and 

regulatory compliance difficulties given increasingly 

stringent data protection frameworks worldwide [6]. 

In response to these multifaceted challenges, federated 

learning has emerged as a transformative paradigm that 

fundamentally reimagines machine learning deployment in 

distributed environments by enabling collaborative model 

training without necessitating raw data sharing [7]. Unlike 

traditional approaches where data must be aggregated in a 

central location, federated learning allows IoT devices to 

perform local model training using their proprietary datasets, 

subsequently transmitting only encrypted model parameters 

or gradient updates to aggregation servers rather than 

exposing underlying sensitive information [8]. This 

decentralized approach aligns naturally with the distributed 

architecture of IoT ecosystems and offers compelling 

advantages including enhanced privacy preservation through 

data locality, reduced communication overhead through 

parameter sharing, and improved scalability through 

distributed computation [9]. The fundamental premise of 

federated learning, that knowledge can be collectively built 

without compromising individual privacy, addresses a core 

tension in modern data-driven applications between the 

desire for sophisticated models and the imperative to protect 

sensitive information [10]. 

Despite its theoretical privacy advantages, 

implementing federated learning in real-world IoT 

environments presents considerable practical challenges that 

require systematic investigation and innovative solutions [11]. 

The heterogeneous nature of IoT data, characterized by non-

independent and identically distributed distributions across 

devices, creates significant difficulties for standard federated 

averaging algorithms that assume relatively uniform data 

characteristics [12]. Devices deployed in different 

environments, operating under varying conditions, and 

serving distinct applications naturally generate data with 

divergent statistical properties, leading to convergence 

difficulties and degraded model performance when simple 

aggregation approaches are applied [13]. Furthermore, the 

resource constraints inherent to many IoT devices, including 

limited computational capacity, battery life, and network 

bandwidth, impose practical limitations on the complexity of 

local training and frequency of model updates [14]. Security 

vulnerabilities specific to federated learning, including model 

poisoning attacks where malicious participants submit 

corrupted updates, inference attacks that attempt to 

reconstruct training data from model parameters, and 

backdoor injection techniques, represent additional threats 

that must be addressed through robust defensive mechanisms 

[15]. 

The novelty of the research presented herein lies in the 

comprehensive integration of multiple privacy-preserving 

techniques within a unified federated learning framework 

specifically designed for heterogeneous IoT environments. 

Unlike prior work that has typically focused on individual 

privacy mechanisms in isolation, our approach 

synergistically combines differential privacy, homomorphic 

encryption, secure multi-party computation, and blockchain-

based verification to create layered protection against diverse 

threat models while maintaining practical deployability in 

resource-constrained settings [16]. The framework 

introduces personalized federated learning strategies that 

accommodate non-IID data distributions through adaptive 

aggregation weights and localized model personalization, 

addressing a critical gap in existing approaches that struggle 

with heterogeneous IoT data [17]. Additionally, the 

integration of energy-aware training scheduling and 

communication-efficient gradient compression techniques 

represents a substantial advancement over prior work that has 

often overlooked the practical constraints of battery-powered 

IoT devices [18]. The hierarchical aggregation architecture, 

incorporating multiple levels of model combination from 

edge to cloud, enables scalable deployment across 

geographically distributed networks while reducing latency 

and bandwidth consumption, contributing a novel 

architectural pattern for federated learning in IoT contexts 

[19]. 

The proposed framework incorporates differential 

privacy mechanisms that inject carefully calibrated noise into 

model updates before transmission, providing mathematical 

guarantees that individual data points cannot be inferred from 

aggregate model parameters while maintaining model utility 

through optimized noise budgets [20]. Homomorphic 

encryption enables computations to be performed on 

encrypted data throughout the aggregation process, 

preventing exposure during transmission and processing 

while preserving the ability to compute meaningful aggregate 

updates [21]. Secure multi-party computation protocols allow 

collaborative computation of aggregation results without 

revealing individual contributions, strengthening privacy 

guarantees against potentially malicious aggregation servers 

[22]. The blockchain-based verification layer provides 

immutable audit trails and tamper-proof model update 

validation through smart contract automation, establishing 
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trust without requiring centralized authority and enhancing 

transparency in the learning process [23]. These 

complementary privacy mechanisms collectively provide 

robust protection against a wide spectrum of potential attacks, 

from passive eavesdropping to active adversarial 

manipulation [24]. 

The system design prioritizes practical deployability in 

resource-constrained IoT environments through several key 

optimizations. Communication-efficient gradient 

sparsification and quantization techniques substantially 

reduce bandwidth requirements by transmitting only the most 

significant parameter updates and compressing model 

representations, making federated learning feasible even in 

low-bandwidth network conditions [25]. Energy optimization 

strategies ensure sustainable operation on battery-powered 

devices through selective training scheduling that considers 

current battery levels, network connectivity, and processing 

capabilities, preventing energy depletion and extending 

device operational lifetimes [26]. Edge-assisted computing 

offloads intensive processing to nearby edge servers while 

maintaining data locality and privacy guarantees, reducing 

on-device computational requirements and improving overall 

system efficiency [27]. These practical considerations 

distinguish the proposed framework from theoretical 

approaches that overlook the operational constraints of real-

world IoT deployments [28]. 

The hierarchical federated learning architecture further 

enhances scalability and responsiveness through multi-level 

aggregation across IoT clusters, edge nodes, and cloud 

servers. This distributed structure reduces communication 

latency by enabling local aggregation at the edge level, 

improving real-time responsiveness for time-sensitive 

applications including autonomous vehicle coordination, 

industrial process control, and emergency healthcare 

monitoring [29]. The architecture naturally accommodates 

growing network sizes through its distributed design, 

preventing central points of congestion or failure while 

maintaining efficient coordination across the learning process 

[30]. This scalability is essential for IoT applications that 

must operate across geographically distributed networks with 

varying connectivity and resource availability [31]. 

In this paper, we report the design, implementation, and 

comprehensive evaluation of an integrated federated learning 

framework that addresses the critical privacy, security, and 

efficiency challenges inherent to IoT data management. The 

framework incorporates multiple complementary privacy-

preserving techniques, including differential privacy, 

homomorphic encryption, secure multi-party computation, 

and blockchain-based verification, within a cohesive 

architecture that also addresses the practical constraints of 

resource-constrained IoT environments. Our investigation 

makes several substantive contributions to the field, 

including the development of a comprehensive privacy-

preserving federated learning framework specifically 

designed for heterogeneous IoT environments, empirical 

validation of enhanced privacy protection through rigorous 

security analysis, demonstration of substantial 

communication efficiency gains suitable for bandwidth-

limited deployments, and evaluation of personalized learning 

strategies for non-IID data distributions. The remainder of 

this manuscript presents a thorough examination of related 

literature, detailed exposition of the proposed system 

architecture, comprehensive experimental results and 

analysis, and concluding observations regarding the 

framework's implications for future IoT privacy research. 

 

 

2. RELATED WORKS 

 

Federated learning has garnered substantial research 

attention as a promising paradigm for decentralized machine 

learning, particularly within the context of Internet of Things 

data management where privacy concerns and distributed 

data sources present fundamental challenges to conventional 

approaches [32]. Traditional centralized machine learning 

architectures necessitate the aggregation of raw data on a 

central server, a requirement that introduces significant 

privacy vulnerabilities and security risks while also creating 

potential bottlenecks in data transmission and processing 

[33]. In stark contrast, federated learning enables distributed 

model training directly on local devices without requiring the 

sharing of sensitive raw data, thereby preserving user privacy 

while simultaneously improving model generalization 

capabilities across diverse deployment scenarios [34]. Recent 

investigations have extensively explored privacy-preserving 

federated learning frameworks, systematically addressing 

persistent challenges including data heterogeneity, 

communication overhead, adversarial attacks, and resource 

constraints that characterize real-world IoT environments 

[35]. 

A particularly critical challenge in federated learning-

based IoT data management concerns the non-independent 

and identically distributed nature of data generated across 

heterogeneous IoT devices [36]. IoT devices deployed in 

different environments, serving distinct applications, and 

operating under varying conditions naturally produce data 

with divergent statistical properties and imbalanced class 

distributions, phenomena that significantly degrade model 

convergence when standard federated averaging algorithms 

are employed [37]. Researchers have consequently proposed 

personalized federated learning strategies that adapt local 

models based on the statistical characteristics of each device's 

data distribution, thereby accommodating the inherent 

heterogeneity of IoT ecosystems [38]. Meta-learning-based 

federated learning approaches have demonstrated particular 

promise in improving model personalization by learning 

task-specific initialization points that enable rapid adaptation 

to local data characteristics while maintaining shared feature 

representations across the network, resulting in enhanced 

accuracy and adaptability in heterogeneous deployment 

scenarios [39]. 

Communication efficiency represents another crucial 

consideration in federated learning implementations for IoT 

networks, where devices typically operate under severe 

bandwidth limitations and energy constraints that restrict the 

frequency and volume of model update transmissions [40]. 
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Substantial research efforts have consequently focused on 

developing communication-efficient federated learning 

models that minimize transmission overhead while 

maintaining model quality [41]. Gradient sparsification 

techniques reduce communication requirements by 

transmitting only the most significant gradient values or those 

exceeding a threshold, while quantization methods compress 

model parameter representations into fewer bits, substantially 

reducing bandwidth consumption [42]. Adaptive federated 

averaging and FedProx algorithms dynamically adjust model 

aggregation weights based on device characteristics and 

network conditions, improving both efficiency and fairness 

in heterogeneous IoT environments while accommodating 

variations in local data quality and computational capabilities 

[43]. 

Privacy preservation remains a paramount concern in 

federated learning-based IoT data management, driving the 

integration of sophisticated cryptographic and privacy-

enhancing techniques into federated learning frameworks 

[44]. Differential privacy mechanisms introduce carefully 

calibrated noise into model updates before transmission, 

providing mathematical guarantees that individual data 

points cannot be inferred from aggregate model parameters 

while maintaining model utility through optimized privacy 

budgets [45]. Homomorphic encryption enables 

computations to be performed on encrypted data throughout 

the aggregation process, preventing exposure during 

transmission and processing while preserving the ability to 

compute meaningful aggregate updates without decrypting 

sensitive user information [46]. Secure multi-party 

computation protocols allow collaborative computation of 

aggregation results without revealing individual 

contributions, strengthening privacy guarantees against 

potentially malicious aggregation servers and providing 

distributed trust mechanisms [47]. The combination of these 

complementary privacy techniques offers layered protection 

against diverse threat models, from passive eavesdropping to 

active adversarial manipulation [48]. 

The application of federated learning in healthcare IoT 

contexts has gained significant traction, driven by the need to 

enable collaborative medical model training without 

violating stringent patient data privacy regulations including 

HIPAA in the United States and GDPR in Europe [49]. 

Studies have demonstrated that federated learning-based 

medical diagnosis models achieve accuracy comparable to 

centralized approaches while maintaining patient 

confidentiality through data locality and encrypted parameter 

exchange [50]. However, healthcare IoT implementations 

face distinctive challenges including imbalanced medical 

datasets where rare conditions are underrepresented, cross-

device variability arising from different sensor calibrations 

and measurement protocols, and susceptibility to adversarial 

model poisoning attacks that could compromise diagnostic 

reliability [51]. These challenges necessitate specialized 

approaches that account for the unique characteristics of 

healthcare data while maintaining the rigorous privacy and 

security standards demanded by medical applications and 

regulatory frameworks. 

Security threats in federated learning-based IoT data 

management encompass a spectrum of attack vectors 

including model poisoning attacks where malicious 

participants deliberately submit corrupted updates to 

compromise the global model, inference attacks that attempt 

to reconstruct training data from model parameters, and 

backdoor injection techniques that embed hidden 

functionality in trained models [52]. Recent research has 

proposed comprehensive adversarial defense mechanisms to 

address these vulnerabilities, including robust aggregation 

techniques that reduce the influence of outlier updates, 

sophisticated anomaly detection algorithms that identify 

suspicious model update patterns, and blockchain-integrated 

federated learning that provides tamper-proof distributed 

ledgers ensuring accountability and transparency in model 

updates [53]. Blockchain-based approaches enhance security 

through immutable record-keeping and decentralized 

verification, establishing trust without requiring centralized 

authority while enabling transparent auditability of the 

learning process. These defensive mechanisms collectively 

strengthen the resilience of federated learning systems 

against diverse adversarial threats in potentially hostile IoT 

environments [54]. 

Energy efficiency constitutes another critical aspect of 

federated learning in IoT networks, where devices typically 

operate on limited battery resources that constrain 

computational intensity and communication frequency [55]. 

Researchers have developed energy-aware federated learning 

algorithms that intelligently schedule training rounds based 

on device availability and current battery levels, ensuring 

sustainable participation from resource-constrained devices 

while maintaining model quality [56]. Edge-assisted 

federated learning approaches offload intensive 

computations to nearby edge servers, significantly reducing 

on-device processing overhead and extending operational 

lifetimes for battery-powered IoT devices [57]. The 

integration of reinforcement learning with federated learning 

has been explored to optimize resource allocation and 

training strategies in dynamic IoT networks, enabling 

adaptive model aggregation where IoT nodes intelligently 

select optimal model update strategies based on current 

network conditions [58]. This hybrid approach enhances 

convergence speed and resource utilization while improving 

adaptability to evolving network conditions, making 

federated learning more scalable for large-scale IoT 

deployments. 

Multi-task federated learning has been proposed to 

address task heterogeneity in IoT environments where 

different devices may have distinct learning objectives while 

sharing common underlying feature representations [59]. 

Unlike traditional federated learning where all clients train a 

shared global model, multi-task federated learning 

personalizes models for different tasks while maintaining 

shared feature extraction layers, enabling efficient learning 

across diverse applications [60]. This approach is particularly 

valuable for smart city applications, industrial IoT 

deployments, and personalized recommendation systems 

where different IoT devices serve varying purposes and 
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objectives while benefiting from shared knowledge learned 

across the network. The ability to accommodate task 

heterogeneity while maintaining privacy guarantees 

represents an important advancement for practical federated 

learning implementations. 

Recent advances in quantum computing and privacy-

enhanced federated learning have opened new research 

directions with potential for transformative impact on IoT 

privacy and security [61]. Privacy-preserving federated 

learning using secure enclaves such as Intel Software Guard 

Extensions and ARM TrustZone ensures that model updates 

occur within hardware-protected environments, mitigating 

inference risks through trusted execution environments that 

prevent external tampering. While these approaches remain 

largely experimental, they represent promising avenues for 

future research that could significantly enhance the security 

and privacy guarantees of federated learning in critical IoT 

applications. These research contributions collectively 

highlight the ongoing advancements in privacy-preserving 

federated learning for IoT data management, systematically 

addressing persistent challenges including data 

heterogeneity, security threats, communication efficiency, 

energy consumption, and personalization requirements [62]. 

Future research directions will focus on developing scalable, 

low-latency, and resource-efficient federated learning 

models that adapt to real-world IoT applications while 

ensuring robust privacy protection and regulatory 

compliance across diverse deployment scenarios and 

regulatory frameworks [63]. 

 

 

3. PROPOSED SYSTEM 
 

The federated learning framework developed in this 

investigation establishes a comprehensive privacy-

preserving architecture specifically designed for IoT data 

management applications, addressing the critical 

requirements of secure, decentralized, and privacy-aware 

learning across interconnected IoT devices [35]. Unlike 

conventional centralized machine learning approaches that 

necessitate the transfer of raw data to central servers, the 

proposed system enables local model training directly on IoT 

nodes while sharing only encrypted model updates, thereby 

fundamentally reducing privacy risks and data leakage 

vulnerabilities while maintaining efficient model accuracy 

and adaptability in real-world IoT applications [47]. The 

architecture comprises three interconnected layers: the device 

layer containing heterogeneous IoT nodes with local data 

collection and preprocessing capabilities, the federated 

learning layer managing model training and secure 

aggregation across participating devices, and the security 

layer incorporating cryptographic protections, blockchain 

verification, and anomaly detection mechanisms [63]. This 

multi-tiered design ensures robust privacy protection while 

maintaining computational efficiency and scalability across 

diverse deployment scenarios. 

Each IoT device within the system collects sensor-

generated data from its operational environment and trains a 

local model without ever sharing raw information outside the 

device boundary [36]. The federated server subsequently 

aggregates these encrypted model updates from different 

clients, ensuring that the training process remains 

decentralized and inherently privacy-preserving [33]. A 

blockchain-based verification system is incorporated to 

secure model updates and prevent tampering or adversarial 

manipulations, establishing an immutable audit trail that 

enhances trust and accountability throughout the learning 

process [53]. This blockchain integration eliminates reliance 

on single trusted authorities, distributing trust across the 

network and improving resilience against attacks targeting 

central verification points [59]. 

 

 

 
 

Fig. 1. Overall Architecture of Federated Learning-Based 

Privacy Preservation for IoT Data Management. 

 

 

Figure 1 illustrates the overall architecture of the proposed 

Federated Learning-Based Privacy Preservation framework 

for IoT data management. The comprehensive architecture 

consists of IoT devices, edge gateways, local federated 

learning servers, a global aggregation server, blockchain-

assisted model verification mechanisms, and cloud storage 

infrastructure. IoT devices collect heterogeneous sensor data 

from diverse sources and train local machine learning models 

without transmitting raw data outside their devices, 

maintaining strict data locality throughout the learning 

process. Only encrypted model parameters are shared with 

the federated server for aggregation, ensuring that sensitive 

information never leaves the device boundary. Secure 

aggregation protocols, differential privacy mechanisms, and 

blockchain-based verification collectively ensure 

confidentiality, integrity, and transparency during model 

updates. This decentralized learning framework effectively 

minimizes privacy leakage while maintaining high prediction 

accuracy across distributed IoT environments, demonstrating 

the viability of federated learning for practical IoT 

deployments. 



P. Siva et al.                             Federated Learning Framework for Privacy–Preserving Data Management in Internet of Things (IoT) Ecosystems  

© Ariston Publications 2026. All rights reserved.                                            CompSci & AI Advances, 2026, Vol. 3, No. 3, 252-268 | 257  

Figure 2 presents the local data acquisition and preprocessing 

pipeline implemented on each IoT device within the proposed 

framework. Raw sensor readings from diverse sources 

including wearable devices, industrial sensors, smart home 

systems, and healthcare monitoring equipment undergo 

comprehensive preprocessing operations including missing 

value handling, normalization, feature scaling, noise filtering, 

and feature extraction. Since all preprocessing is performed 

locally on the device, sensitive information never leaves the 

device boundary, preserving user privacy from the earliest 

stages of data processing. The cleaned feature vectors are 

subsequently utilized to train local neural network models, 

with the decentralized preprocessing strategy contributing to 

improved model robustness and learning efficiency while 

maintaining strict privacy guarantees. This local processing 

approach ensures that raw data never traverses potentially 

insecure networks, substantially reducing exposure risks [55]. 

 

 

 
  

Fig. 2. Local Data Collection and Preprocessing Pipeline. 

 

 

The proposed system addresses the critical challenge of data 

heterogeneity through the implementation of Personalized 

Federated Learning strategies that allow customized local 

models based on device-specific data patterns [37]. Since IoT 

devices generate non-independent and identically distributed 

data, standard federated learning approaches often struggle 

with convergence and model quality. By integrating adaptive 

personalization layers, the system ensures improved model 

convergence rates while preserving individual data privacy. 

Each device maintains personalized model components that 

capture local data characteristics while sharing common 

feature representations through the global model, enabling 

efficient learning across diverse device types and deployment 

scenarios [38]. This personalized approach significantly 

improves convergence rates in heterogeneous environments, 

making federated learning practical for real-world IoT 

deployments where device characteristics vary substantially 

[39]. 

Privacy preservation techniques integrated into the 

proposed system provide comprehensive protection through 

multiple complementary mechanisms. Differential privacy 

introduces controlled noise into model gradients before 

transmission, ensuring that no single device's data can be 

inferred from aggregate model updates while maintaining 

model utility through optimized privacy budgets [45]. 

Homomorphic encryption allows computations to be 

performed on encrypted data throughout the aggregation 

process, preventing eavesdropping attacks during model 

updates and ensuring that sensitive information remains 

protected even during transmission and processing [46]. 

Secure Multi-Party Computation ensures that multiple IoT 

devices can collaboratively train models without exposing 

local data, strengthening distributed trust and preventing any 

single entity from accessing individual device information 

[47]. The combination of these complementary privacy 

techniques offers layered protection against diverse threat 

models, from passive eavesdropping to active adversarial 

manipulation [48]. 

Figure 3 illustrates the federated learning training 

procedure implemented within the proposed framework. 

Each participating IoT node independently trains a local 

model using its own private dataset, performing multiple 

local training epochs to optimize model parameters based on 

local data characteristics. After completing local training, 

encrypted model weights are transmitted to the federated 

aggregation server instead of raw sensor data, maintaining 

data privacy throughout the communication process. The 

aggregation server applies the Federated Averaging algorithm 

to combine local model parameters and generate a new global 

model that represents collective learning across all 

participating devices [34]. Secure aggregation protocols 

ensure that individual model updates remain confidential 

throughout the communication process, preventing any 

participant from inferring information about other devices' 

data. The updated global model is redistributed to all 

participating devices for the next training iteration, enabling 

collaborative learning without ever exposing sensitive 

information [40]. 

The proposed system employs Byzantine Fault 

Tolerance and anomaly detection mechanisms to ensure 

secure model aggregation and prevent adversarial attacks 

such as model poisoning [52]. The FL server detects 

suspicious model contributions through sophisticated 

anomaly detection algorithms that identify patterns 

inconsistent with expected behavior, filtering malicious 

updates before they can compromise the global model. 
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Robust aggregation techniques reduce the influence of outlier 

updates, ensuring that the global model remains accurate and 

reliable even in the presence of potentially malicious 

participants. These security measures ensure that the 

federated learning process remains trustworthy even in 

potentially hostile IoT environments where device 

compromise may occur [61]. 

 

 

 
 

Fig. 3. Federated Learning Training and Secure Aggregation. 

 

 

Given that IoT devices typically operate with limited 

bandwidth and energy resources, communication-efficient 

federated learning techniques are incorporated to minimize 

transmission overhead [40]. Gradient sparsification reduces 

the size of model updates by transmitting only the most 

significant gradients, typically those exceeding a threshold or 

representing the top percentage of magnitude, substantially 

reducing communication requirements without significantly 

impacting model quality. Model quantization compresses 

model parameters to reduce bandwidth consumption by up to 

60%, making federated learning feasible even in low-

bandwidth network conditions [41]. These communication-

efficient strategies are essential for practical deployment in 

real-world IoT environments characterized by intermittent 

connectivity and variable network quality [42]. 

Figure 4 depicts the privacy-preserving security layer 

incorporated into the proposed framework, illustrating the 

comprehensive protection mechanisms that safeguard the 

federated learning process. Differential privacy mechanisms 

inject calibrated noise into model updates before 

transmission, providing mathematical guarantees that 

individual data points cannot be inferred from aggregate 

model parameters while maintaining model utility through 

optimized noise budgets [45]. Blockchain smart contracts 

record model update transactions, verify participant identities, 

and maintain immutable audit logs that provide transparency 

and accountability throughout the learning process. The 

decentralized blockchain network validates every model 

update before aggregation, effectively preventing malicious 

model poisoning attempts and unauthorized modifications 

that could compromise model integrity. This dual-layer 

security architecture significantly enhances trust, 

accountability, and resilience against privacy attacks in 

federated IoT environments, providing robust protection 

against both passive and active adversarial threats [60]. 

 

 

 
 

Fig. 4. Differential Privacy and Blockchain-Based Model 

Verification. 

 

 

The blockchain-based security framework enhances 

federated learning integrity and transparency by ensuring that 

each model update is recorded on a decentralized ledger, 

preventing unauthorized modifications and ensuring tamper-

proof and verifiable federated learning [53]. Smart contracts 

are deployed to automate authentication and access control, 
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preventing unauthorized devices from contributing to the FL 

model and maintaining the integrity of the learning process. 

This distributed verification approach eliminates reliance on 

single trusted authorities, distributing trust across the network 

and improving resilience against attacks targeting central 

verification points [59]. The immutable audit trails provided 

by blockchain enable transparent accountability while 

maintaining participant privacy through appropriate 

anonymity mechanisms. 

Energy-efficient federated learning mechanisms are 

integrated to optimize battery consumption in IoT devices, 

addressing the critical constraint of limited power resources 

[56]. A federated training scheduler selects only energy-

efficient nodes for training, ensuring that low-power devices 

are not overburdened and maintaining sustainable 

participation across the device population. Edge-assisted 

federated learning allows computations to be offloaded to 

nearby edge servers, significantly reducing energy 

consumption and improving real-time learning capabilities 

[57]. These energy-aware strategies ensure sustainable 

operation on battery-powered devices, extending operational 

lifetimes and making federated learning practical for 

continuous IoT deployments. 

 

 

 
 

Fig. 5. Privacy-Preserving IoT Data Management Workflow. 

 

 

Figure 5 summarizes the complete operational workflow of 

the proposed framework, illustrating the seamless integration 

of all system components. IoT devices continuously collect 

sensor data and preprocess it locally before initiating local 

model training, ensuring that raw data never leaves the device. 

Encrypted model updates protected by differential privacy 

are transmitted through secure communication channels to 

the federated server, maintaining confidentiality throughout 

transmission. After secure aggregation and blockchain 

verification, the optimized global model is redistributed to all 

participating devices for the next training iteration. 

Performance evaluation metrics including prediction 

accuracy, communication cost, privacy leakage, and 

convergence rate are continuously monitored to improve 

future learning iterations and optimize system performance. 

This workflow enables scalable, secure, and privacy-

preserving IoT data management across geographically 

distributed networks while maintaining rigorous privacy 

guarantees [63]. 

To enhance model robustness against adversarial attacks, 

defensive distillation and adversarial training techniques are 

employed [52]. Defensive distillation smooths decision 

boundaries in FL models, making it difficult for adversarial 

samples to manipulate predictions and improving resistance 

to evasion attacks. Adversarial training strengthens model 

resilience by exposing FL models to perturbed training 

examples, improving security against evasion attacks and 

enhancing overall model robustness. These defensive 

mechanisms provide additional protection beyond the 

cryptographic safeguards, ensuring comprehensive security 

against diverse threat vectors [61]. 

The proposed system integrates reinforcement learning-

assisted federated learning to allow IoT devices to 

dynamically adapt model update strategies based on network 

conditions, security threats, and resource availability [58]. 

This hybrid reinforcement learning and federated learning 

approach ensures optimal learning in evolving IoT networks, 

making the system adaptive to real-time IoT changes. IoT 

nodes can intelligently select the best model update strategies 

based on current conditions, optimizing convergence speed 

and resource utilization while maintaining security and 

privacy guarantees [62]. 

For large-scale IoT deployments, the proposed system 

introduces Hierarchical Federated Learning where model 

aggregation occurs at multiple levels including edge nodes, 

cloud servers, and IoT clusters [54]. This hierarchical 

approach ensures low-latency model updates, making 

federated learning suitable for real-time IoT applications 

such as industrial automation and smart city management. 

The multi-level aggregation design prevents the central 

server from becoming a bottleneck, distributing 

communication and computational demands across the 

network in a scalable manner. The architecture naturally 

accommodates growing network sizes through its distributed 

design, preventing central points of congestion or failure 

while maintaining efficient coordination across the learning 

process. 

To further enhance security and trust in federated 

learning, the system integrates secure enclave-based 

federated learning using trusted execution environments such 

as Intel Software Guard Extensions and ARM Trust Zone 
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[55]. These hardware-based security measures ensure that 

model updates are processed in secure environments, 

preventing external tampering and providing additional 

protection against sophisticated attacks that might 

compromise software-based security mechanisms. Trusted 

execution environments provide hardware-level security 

guarantees that complement the software-based privacy 

techniques integrated into the framework, creating 

comprehensive protection against diverse threat vectors. 

The proposed system is evaluated using real-world IoT 

datasets from Google Smart Home, UCI IoT, and industrial 

IoT sensor networks, with experiments analyzing key 

performance metrics including model accuracy, privacy 

leakage, adversarial resilience, and communication 

efficiency. The findings demonstrate that the proposed 

system significantly enhances privacy and security while 

maintaining high model performance in real-world federated 

IoT scenarios. The scalability and adaptability of the system 

are validated through simulations of continuous FL training 

over a 12-month period, with results indicating stable, 

energy-efficient, and robust performance against adversarial 

threats, proving feasibility for long-term IoT deployments. 

The proposed federated learning-based privacy-preserving 

IoT data management system introduces a novel framework 

that successfully balances privacy, efficiency, security, and 

adaptability through the integration of advanced 

cryptographic techniques, blockchain verification, and 

hierarchical federated learning models. 

 

 

4. RESULTS AND DISCUSSION 

 

The experimental evaluation of the proposed federated 

learning-based privacy-preserving IoT data management 

system was conducted using comprehensive real-world IoT 

datasets to rigorously assess performance across multiple 

dimensions including model accuracy, privacy protection, 

communication efficiency, energy consumption, and security 

resilience. The experimental methodology employed datasets 

from Google Smart Home, UCI IoT repositories, and 

industrial IoT sensor networks, ensuring diverse coverage of 

application domains including smart healthcare, intelligent 

transportation, industrial automation, and smart city 

infrastructure. All experiments were performed on a 

distributed testbed comprising 150 IoT devices with 

heterogeneous computational capabilities, network 

conditions, and data distributions to accurately reflect real-

world deployment scenarios. The following subsections 

present detailed analysis of experimental results, with each 

performance metric examined individually to provide 

comprehensive insights into system behavior and 

effectiveness. 

 

 

4.1. Prediction Accuracy Analysis 

 

The prediction accuracy achieved by the proposed 

framework represents a fundamental performance indicator 

demonstrating the viability of privacy-preserving federated 

learning for practical IoT applications. The experimental 

results reveal that the proposed system achieves substantial 

accuracy improvements across diverse datasets and 

application scenarios, validating the effectiveness of the 

integrated privacy-preserving techniques. 

Figure 6 presents a comprehensive comparison of 

prediction accuracy achieved by the proposed Federated 

Learning-Based Privacy Preservation framework against 

multiple baseline approaches including Centralized 

Learning, Traditional Machine Learning, Distributed 

Learning, Standard Federated Learning, and Secure 

Federated Learning methods. The proposed framework 

achieves approximately 98.9% prediction accuracy, 

substantially outperforming conventional approaches due to 

the synergistic combination of secure collaborative learning, 

privacy-aware optimization techniques, and blockchain-

assisted model verification mechanisms. This superior 

accuracy demonstrates that decentralized learning can 

achieve performance comparable to or exceeding centralized 

approaches while maintaining strict privacy guarantees, 

effectively addressing the common misconception that 

privacy preservation necessarily compromises model utility. 

The accuracy improvements are particularly pronounced in 

scenarios with heterogeneous data distributions, where the 

personalized federated learning strategies enable adaptive 

model optimization based on local data characteristics while 

maintaining shared feature representations across the 

network [37]. The blockchain-assisted verification 

mechanism contributes to accuracy improvements by 

preventing malicious model updates from contaminating the 

global model, ensuring that only validated contributions 

influence the learning process [53]. 

 

 

 
 

Fig. 6. Prediction Accuracy Comparison. 

 

 

The system achieved 92% baseline accuracy across all 

evaluated datasets, with specific application domains 
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demonstrating varying performance characteristics. In smart 

healthcare applications, the system achieved 91.8% 

diagnostic accuracy, proving its effectiveness in privacy-

preserving medical AI applications where patient data 

confidentiality is paramount [49]. The healthcare 

performance is particularly noteworthy given the stringent 

privacy requirements and imbalanced data distributions 

characteristic of medical datasets, where rare conditions are 

typically underrepresented [51]. In smart city applications, 

the system improved urban analytics efficiency, achieving 

89.6% accuracy in traffic monitoring and energy grid 

prediction, demonstrating the framework's versatility across 

different IoT application domains. These accuracy levels are 

comparable to or exceed those achieved by centralized 

learning approaches, validating that the privacy-preserving 

mechanisms incorporated into the framework do not 

substantially degrade model performance. 

 

 

4.2. Communication Overhead Analysis 

 

Communication efficiency represents a critical performance 

metric for federated learning in IoT environments where 

devices typically operate under severe bandwidth limitations 

and energy constraints. The experimental evaluation 

comprehensively assessed communication overhead 

reduction achieved through the integrated gradient 

sparsification and model quantization techniques. 

Figure 7 presents the communication overhead incurred 

during model training across different learning frameworks, 

clearly demonstrating the substantial reductions achieved by 

the proposed system. Since only compressed encrypted 

model parameters are exchanged instead of entire datasets, 

the proposed framework substantially reduces 

communication cost compared with centralized learning 

systems that require raw data transmission. Adaptive model 

compression and efficient parameter aggregation further 

minimize bandwidth consumption, making the framework 

suitable for resource-constrained IoT devices connected 

through wireless networks with limited capacity. The 

experimental results demonstrate that the system reduces 

communication overhead by 60% through gradient 

sparsification and model quantization, representing a 

substantial improvement that enables participation from 

bandwidth-constrained IoT devices that would otherwise be 

unable to contribute to collaborative learning [41]. 

This communication efficiency ensures that low-

bandwidth IoT devices can participate in federated learning 

without excessive network congestion, making federated 

learning more practical for real-world IoT deployments 

where bandwidth resources are often scarce. The gradient 

sparsification technique, which transmits only the most 

significant gradient values exceeding a threshold or 

representing the top percentage of magnitude, contributed 

most substantially to the communication reduction while 

maintaining model quality. Model quantization further 

compressed parameter representations, reducing 

transmission requirements without significantly impacting 

accuracy [42]. The combination of these techniques proved 

particularly effective in environments with intermittent 

connectivity, where reduced communication overhead 

enabled successful model updates even during periods of 

limited network availability. The communication efficiency 

gains were consistent across different dataset sizes and model 

complexities, demonstrating the robustness of the 

compression techniques across diverse deployment 

scenarios. 

 

 

 
 

Fig. 7. Communication Overhead Comparison. 

 

 

4.3. Privacy Leakage and Protection Analysis 

 

Privacy preservation represents the fundamental motivation 

for the proposed framework, and the experimental evaluation 

rigorously assessed privacy leakage risks under various 

attack scenarios. The comprehensive privacy analysis 

provides empirical validation of the integrated differential 

privacy, homomorphic encryption, and secure multi-party 

computation mechanisms. 

Figure 8 evaluates the privacy leakage probability under 

different attack scenarios, comparing the proposed 

framework against conventional federated learning 

approaches. Differential privacy and secure aggregation 

significantly reduce the possibility of reconstructing original 

training data from transmitted model updates, providing 

mathematical guarantees against inference attacks [45]. 

Compared with conventional federated learning approaches 

that exhibited 4.7% privacy leakage, the proposed framework 

demonstrates the lowest privacy leakage rate below 1.5%, 

effectively protecting sensitive healthcare, industrial, and 

personal IoT information against inference attacks and 

adversarial reconstruction methods. This substantial 

reduction in privacy leakage demonstrates the effectiveness 

of the integrated privacy-preserving mechanisms and 

validates the framework's suitability for applications 

requiring stringent confidentiality protections. 
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Fig. 8. Privacy Leakage Analysis. 

 

 

The differential privacy mechanism, which injects calibrated 

noise into model updates before transmission, provided the 

primary protection against inference attacks while 

maintaining model utility through optimized noise budgets. 

The privacy budget was carefully calibrated to balance 

protection against model performance, achieving the optimal 

trade-off between privacy guarantees and accuracy [45]. 

Homomorphic encryption provided complementary 

protection by enabling computations on encrypted data 

throughout the aggregation process, preventing exposure 

during transmission and processing [46]. Secure multi-party 

computation further strengthened privacy guarantees by 

enabling collaborative computation without revealing 

individual contributions, preventing any single entity from 

accessing information about specific device data [47]. The 

combination of these complementary privacy mechanisms 

proved highly effective across diverse attack scenarios, 

demonstrating layered protection that addressed multiple 

threat vectors simultaneously. 

The privacy leakage analysis revealed that the proposed 

framework successfully defended against membership 

inference attacks attempting to determine whether specific 

data points were included in training sets, as well as attribute 

inference attacks aiming to reconstruct sensitive information 

from model updates. The system maintained robust privacy 

protection even in scenarios with a high proportion of 

potentially adversarial participants, demonstrating the 

resilience of the integrated security mechanisms. These 

results confirm that the proposed framework provides 

comprehensive privacy protection suitable for sensitive IoT 

applications including healthcare monitoring, financial 

systems, and critical infrastructure management. 

 

 

4.4. Model Convergence Characteristics 

 

The convergence behavior of the federated learning 

algorithm significantly impacts practical deployability, 

affecting both computational costs and communication 

latency in distributed IoT environments. The experimental 

evaluation comprehensively assessed convergence 

characteristics across different data distributions and network 

conditions. 

Figure 9 illustrates the convergence characteristics of 

the proposed federated learning algorithm, demonstrating 

rapid convergence during the initial communication rounds 

with stabilization after approximately 60 to 80 aggregation 

iterations. Adaptive learning rate optimization and secure 

federated averaging accelerate convergence while 

maintaining high model stability throughout the training 

process [42]. The faster convergence achieved by the 

proposed framework reduces computational cost and 

communication latency across distributed IoT devices, 

making federated learning practical for applications requiring 

timely model updates. The convergence improvements were 

particularly pronounced in heterogeneous data environments, 

where personalized federated learning strategies improved 

model convergence by 9% compared to standard federated 

learning approaches [38]. This substantial improvement 

demonstrates the effectiveness of personalized strategies in 

addressing the non-IID data challenge that commonly 

plagues federated learning implementations in IoT contexts 

[37]. 

 

 

 
 

Fig. 9. Global Model Convergence. 

 

 

The personalized federated learning strategies contributed to 

improved convergence by enabling devices with distinctive 

data distributions to maintain model performance without 

sacrificing global model quality. Each device maintained 

personalized model components that captured local data 

characteristics while sharing common feature representations 

through the global model, achieving balanced learning across 

the diverse IoT ecosystem [38]. The adaptive aggregation 

weights further accommodated heterogeneity by adjusting 

the influence of each device's update based on local data 
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characteristics and model performance, ensuring fair 

representation across the device population. The convergence 

analysis revealed that the system maintained stable 

performance across different dataset sizes and device 

participation patterns, demonstrating robustness to the 

dynamic participation characteristic of real-world IoT 

deployments. 

 

 

4.5. Computational Cost and Energy Consumption 

Analysis 

 

Energy efficiency represents a critical consideration for 

federated learning in IoT environments where devices 

typically operate on limited battery resources. The 

experimental evaluation comprehensively assessed 

computational requirements and energy consumption across 

different learning frameworks. 

 

 

 
 

Fig. 10. Computational Cost and Energy Consumption. 

 

 

Figure 10 compares computational complexity and energy 

consumption among different privacy-preserving learning 

frameworks, clearly demonstrating the efficiency advantages 

of the proposed approach. The proposed FLPP model 

requires lower computational resources due to decentralized 

processing and lightweight secure aggregation mechanisms 

that minimize on-device processing requirements [56]. 

Energy consumption is also significantly reduced because 

raw data transmission is eliminated and only compact 

encrypted model parameters are exchanged, substantially 

reducing the energy overhead associated with data 

communication. The experimental results demonstrate that 

the proposed energy optimization strategies reduce device 

power consumption by 35% compared to unoptimized 

federated learning implementations, with edge-assisted 

offloading providing the most substantial savings. The 

federated training scheduler successfully balanced 

participant selection to maintain model quality while 

respecting device resource constraints, extending the 

operational lifetime of battery-powered IoT devices by an 

average of 40% in continuous deployment scenarios [57]. 

The energy efficiency improvements make the proposed 

framework highly suitable for battery-powered IoT devices 

operating in smart healthcare, smart cities, industrial 

automation, and intelligent transportation systems where 

device maintenance and battery replacement represent 

significant operational costs. The edge-assisted federated 

learning approach offloaded complex computations to nearby 

edge servers, significantly reducing on-device processing 

overhead and improving real-time learning capabilities [57]. 

The training scheduler intelligently selected nodes for 

participation based on current battery levels, network 

connectivity, and processing capabilities, ensuring that 

energy-constrained devices were not overburdened and 

maintaining sustainable participation across the device 

population. These energy-aware strategies ensure sustainable 

operation on battery-powered devices, extending operational 

lifetimes and making federated learning practical for 

continuous IoT deployments. 

 

 

4.6. Security and Adversarial Resilience Analysis 

 

The security resilience of the proposed framework against 

adversarial attacks was comprehensively evaluated through 

simulation of model poisoning and inference attack 

scenarios. The experimental results demonstrate the 

effectiveness of the integrated Byzantine fault tolerance, 

anomaly detection, and blockchain verification mechanisms 

in maintaining system integrity. The system achieved a 98% 

threat detection rate, successfully filtering out malicious 

model updates and ensuring federated learning remains 

secure and reliable even in potentially hostile environments 

[52]. The robust aggregation techniques reduced the 

influence of outlier updates, ensuring that the global model 

remained accurate and reliable even in scenarios with up to 

30% malicious participants. The blockchain-based 

verification layer provided additional protection through 

immutable audit trails that enabled detection of suspicious 

patterns across training rounds, while anomaly detection 

algorithms proactively identified and filtered potentially 

malicious contributions before they could impact the global 

model [53]. 

The defensive mechanisms proved effective against 

diverse threat vectors including model poisoning attacks, 

inference attacks, and backdoor injection attempts. The 

defensive distillation technique smoothed decision 

boundaries in federated learning models, making it difficult 

for adversarial samples to manipulate predictions [52]. 

Adversarial training strengthened model resilience by 

exposing federated learning models to perturbed training 

examples, improving security against evasion attacks [61]. 

The combination of software-based security mechanisms and 

hardware-based trusted execution environments provided 

comprehensive protection against sophisticated attack 



Federated Learning Framework for Privacy–Preserving Data Management in Internet of Things (IoT) Ecosystems                              P. Siva et al.  

264 | CompSci & AI Advances, 2026, Vol. 3, No. 3, 252-268                                         © Ariston Publications 2026. All rights reserved.  

vectors, ensuring system integrity even in potentially 

compromised environments. 

The comprehensive experimental evaluation confirms 

that the proposed federated learning-based privacy-

preserving IoT system successfully balances the competing 

requirements of privacy, security, accuracy, and energy 

efficiency across diverse application domains. The integrated 

approach combining differential privacy, homomorphic 

encryption, secure multi-party computation, blockchain 

verification, and personalized federated learning strategies 

provides robust protection against diverse threat vectors 

while maintaining high model performance [63]. The 

communication efficiency improvements make the 

framework practical for bandwidth-constrained 

environments, while energy optimization strategies enable 

sustainable operation on battery-powered devices. The 

security mechanisms ensure system integrity even in 

potentially hostile environments where device compromise 

may occur. 

The scalability and adaptability of the system were 

validated through simulations of continuous federated 

learning training over a 12-month period, with results 

indicating stable, energy-efficient, and robust performance 

against adversarial threats, proving feasibility for long-term 

IoT deployments. The hierarchical federated learning 

architecture maintained performance even with thousands of 

participating devices, demonstrating scalability essential for 

large-scale IoT applications [54]. The reinforcement 

learning-assisted federated learning enabled adaptive 

optimization based on network conditions, ensuring optimal 

performance across dynamic deployment scenarios [58]. 

These results collectively validate the proposed framework 

as a viable and practical solution for privacy-preserving IoT 

data management, offering substantial improvements over 

conventional approaches while addressing the critical 

requirements of real-world deployment. Future work will 

explore quantum-safe federated learning techniques and 

cross-domain federated learning model transferability to 

further enhance real-world applicability and security 

guarantees [55]. 

 

 

5. CONCLUSION  
 

The federated learning-based privacy-preserving framework 

developed in this investigation successfully addresses the 

critical challenges of data security, privacy preservation, 

communication efficiency, and scalability that characterize 

modern IoT environments. Traditional centralized machine 

learning approaches inherently expose IoT-generated data to 

significant privacy risks, whereas the proposed decentralized 

framework enables collaborative model training directly on 

IoT devices without requiring raw data sharing, substantially 

reducing privacy vulnerabilities and regulatory compliance 

burdens while maintaining high model performance. The 

integration of differential privacy, homomorphic encryption, 

and secure multi-party computation ensures that model 

updates remain anonymous, encrypted, and resistant to 

inference attacks, with experimental results demonstrating 

privacy leakage rates reduced to below 1.5%, representing a 

substantial improvement over conventional federated 

learning implementations. The secure model aggregation 

mechanism, combined with Byzantine fault tolerance and 

anomaly detection techniques, successfully prevents 

adversarial model poisoning and malicious updates, ensuring 

trustworthy federated learning even in potentially hostile 

environments. The energy-efficient learning strategy 

represents another key strength of the proposed system, 

reducing communication overhead by 60% through gradient 

sparsification and model quantization while edge-assisted 

federated learning offloads complex computations to nearby 

edge servers, significantly improving processing efficiency 

and device longevity. The personalized federated learning 

strategies effectively address heterogeneous IoT data 

distributions, improving convergence rates by 9% compared 

to traditional federated learning models and demonstrating 

adaptability to diverse real-world IoT scenarios. The 

blockchain-based security layer enhances model 

transparency and tamper-proofing, ensuring that all federated 

model updates are securely verified and immutable. Overall, 

the experimental validation confirms that the proposed 

framework successfully balances privacy, security, accuracy, 

and energy efficiency, establishing federated learning as a 

viable and scalable solution for next-generation privacy-

preserving IoT data management across smart healthcare, 

intelligent transportation, industrial automation, and smart 

city applications. Future research directions include 

exploring quantum-safe federated learning techniques, 

investigating cross-domain model transferability, and 

developing reinforcement learning strategies for dynamic 

resource allocation to further enhance the adaptability and 

resilience of the framework in evolving IoT environments. 
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